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1 OBHIME HNOJOXEHUSA

1.1. Hacrosimee Ilonoxenue ompenenseT MOJUTHKY OOpaOOTKM M 3alUThI
NEPCOHANBHBIX JIAHHBIX MpH mpoBeAeHuH MexayHapoaHoro ¢opyma «Poccuiickas
sueprernueckas Heaens 2023» (manee — IlonokeHue), omnpenensieT MPUHIIMIBI, IENH,
YCJIOBUSI, CPOKH M CITOCOOBI 00pabOTKHM MEPCOHANBHBIX JaHHBIX (fnanee — [1/1x), nepeueHpb
kateropuii cyowrektoB I1/[H, mepeuens aelicTBui, ocymecTBiasieMbix ¢ [1J[H cyOBekTOB,
npaBa cyOobekToB [I/[H, MepompHusTHS MO KOHTPOJIO 3a COONIOJCHHEM TpeOOBaHUM
3akoHoaatenbcTBa Poccuiickoit deneparuu B oTHOomeHNH 00padoTku [1/1H, a Takke Mepbl
o 3amuTe [1/1H.

1.2.Hacrosimee Ilomoskenne pa3paboTaHO ¢ ydeToM TpeOOBaHUN CIEIYIONTUX
3aKOHOJIATEJIbHBIX U1 HOPMATUBHBIX MPAaBOBBIX aKTOB Poccuiickor denepaiuu, a Takxke
JOKaJIbHBIX HOpMaTUBHBIX akToB Donna «Pockonrpeccy» (manee — ®onna) B obnactu
MEPCOHAIBHBIX JaHHBIX:

— Koncturyunu Poccuniickoit deaepanuu;

— @enepanpHoro 3akoHa ot 27.07.2006 Ne 152-03 «O nepcoHaTbHBIX TaHHBIX;

— @enepanpHoro 3akoHa ot 27.07.2006 Ne 149-03 «O6 wunHbopmaimm,
UH(OPMAIIMOHHBIX TEXHOJIOTHUSIX U O 3aIIUTe UH()OPMAIIHI;

— Vxkaza Ilpesuaenta Poccmiickoit ®enepanuu ot 06.03.1997 Ne 188 «O6
yTBepxkeHuu [lepeuns cBeqeHNi KOHPUACHIIMATLHOTO XapaKkTepay;

— Ilocranosnenust IlpaButensctBa Poccuiickoit ®denepanuu ot 01.11.2012
Ne 1119 «OO0 yTtBepxkjeHun TpeOOBaHUM K 3alIUTE MEPCOHANBHBIX JAHHBIX TPU HX
00paboTke B MH()OPMAITMOHHBIX CUCTEMAaX MEPCOHANBHBIX TAHHBIX);

— IlocranoBnenus IlpaButennctBa Poccuiickoit ®enepanuu ot 15.09.2008
Ne 687 «O6 ytBepxkaeHuu IlonoxkeHuss 06 0COOCHHOCTSIX OOpPabOTKH TEPCOHATBHBIX
JAHHBIX, OCYIIECTBIISIEMON O€3 UCTIOIB30BaHUs CPEACTB ABTOMATH3AIIUNY;

— IIpukaza ®CTIOK Poccum ot 18.02.2013 Ne 21 «OO0 yTBEp>KICHUHU COCTaBa U
COJIEpXaHUs OPraHU3aALMOHHBIX M TEXHUYECKUX MeEp MO 00ecrneueHur0 0e30MmacHOCTHU
NIEPCOHATBHBIX TAHHBIX MPU X 00paboTKe B MHPOPMAITMOHHBIX CUCTEMAaX MEPCOHATBLHBIX
TAHHBIX);

— [Monutuxu ®onna B o61actu 00pabOTKH MEPCOHAIBHBIX JTAHHBIX.

1.3. Hacrosiiee [TooxkeHue SBISICTCSI METOJUYECKUM JJOKYMEHTOM U MOYKET OBITh



MCIIOJIb30BAHO JIJIS:

— opranuzainuu npoiecca oopadotku IIJIlH B cooTBeTcTBUM € TpeOOBaHHUSIMU
JIEWCTBYIOIIETO 3aKOHO/IaTEIIbCTBA;

— BBIPpaOOTKM  Mep TI0O  CBOCBPEMEHHOMY  OOHapyXeHuto  (akToB
HecaHKImoHupoBanHoro aocrtyna (nainee — HCJI) k [1/{n u onipeaeneHuss MEpOnpUsTHIA IO
npenotBpamennto HCJI x I1/]H;

— OpraHu3alu  KOHTPOJS 3a 00eCleuYeHHeM YCTaHOBJEHHOTO  YPOBHS
3amuineHHocty I1/1H.

1.4. OTBETCTBEHHOCTH 32 cOOMI0IcHNE TpeOOBaHMI 3aKOHO1aTeNhCcTBA Poccuiickoi
denepanuy U JOKaIbHBIX HOpMAaTUBHBIX akToB DoHma B obmactu [1/]H Hecer JupexTop
donna.

1.5.Hacrosimee Ilomoxxenue sBisieTcss  OO0s3aTENbHBIM ISl MCTIOJHEHUS
JOJKHOCTHBIMH JIMIIAMH TIPU PELICHUH 3a]ad oOecreueHusi 00paboTKku 1 0e301macHOCTH

IT1n.
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2 OCHOBHBIE TEPMUHBI U ONIPEJAEJEHUSA

B nactosmewm IlonoxxeHnn uCnosabp3yoTCs Caeayiomue TEPMUHBI U ONIPEICICHUS:

— wuHbopMaIus — CBeACHUs (COOOIIEHUs, JTaHHbIE) HE3aBUCUMO OT (OPMBI HX
Ipe/ICTaBICHUSI.

— JOKYMEHTHpOBaHHas MHpopManus — 3adUKCHUpOBAaHHAS HA MaTepUATBLHOM
HOCUTEJIE TyTEeM JIOKYMEHTHUPOBaHHUS HH(GOpMAIUS C PEKBU3UTAMH, TO3BOJISIOIIMMHU
OTIPENICTUTH TAKyI0 HHPOPMAIIHIO WM €€ MaTepHaTbHBIA HOCUTEb.

— TEepCOHANbHBIC NaHHBIE — JI00as WHQPOpPMAaNuWs, OTHOCSIIAACA MPSMO WIH
KOCBEHHO OINpEICICHHOMY WM OmpeaensieMoMy (u3MYecKoMy JHIy (CyOBEKTY
NEPCOHATBHBIX JIAHHBIX);

— KOH(uIeHIHaIbHOCTh HH(OPMAIIHN — 003aTENbHOE JIJIS1 BBITIOJTHEHUS JIUIIOM,
MOJIyYUBIIHUM JOCTYT K ONpe/ieIeHHOW HHpopMalluu, TpeOoBaHNEe HE MepeaBaTh TaKylo
MH(QOPMALINIO TPETHUM JIUIaM 0€3 coryiacusi ee o0aaarens,

— omeparop — TOCYJapCTBEHHBIH OpTraH, MyHHUIIUIIATBHBIN OpraH, I0PHUINIECKOe
Wi (pU3uYecKoe JUIO, CaMOCTOSITENbHO WJIM COBMECTHO C JPYIHMMHU JIHIIAMHA
Opra"u3yonie 1 (Win) oCylecTBIsOmue 00paboTKy MepCOHAIBHBIX JaHHBIX, a TAKXKE
OTpEIEIIAIONINE 11eJI 00paOOTKHU MEPCOHATBHBIX TAHHBIX, COCTaB EPCOHANLHBIX IAHHBIX,
nojyieXxanmx o0OpaboTke, AeHCTBHS (Omepanuu), COBEpIIaeMbIe C MEePCOHATBHBIMU
JTaHHBIMH,

— 00paboTka MEepPCOHANBHBIX JAaHHBIX — JI000€ JAeWcTBUE (Omeparus) WIn
COBOKYIHOCTh JEHCTBUN (omeparuii), COBEpIIAEMBIX C MCIOJIb30BAHHEM CPEICTB
aBTOMaTH3alMu WK 0e3 MCIONb30BAaHUS TAaKUX CPEJCTB C MEPCOHAIBHBIMU JTAHHBIMU,
BKJIoYas cOop, 3amuch, CHUCTEMATU3AlMIO, HAKOIUIEHWE, XpaHEHHEe, YTOYHEHUE
(oOHOBINICHHE, U3MEHEHHE), U3BIICUCHNE, NCTIOIB30BaHKE, Tepeaady (pacnpocTpaHeHNUE,
MPEIOCTaBICHUE, OCTYM), OJOKHPOBAaHWE, yAAJCHHE, YHUUYTOKECHHE IEPCOHATBHBIX
JTAaHHBIX;

— aBTOMAaTH3HMpOBaHHAas 00pabOTKAa TMEpPCOHANBHBIX JaHHBIX — 00paboTka
NEPCOHATBHBIX JAHHBIX C MOMOIIBIO CPEACTB BHIYMCIUTEIbHON TEXHUKY;

— pacmpoCTpaHEHHE NEPCOHANbHBIX JAHHBIX — JCHCTBUS, HANpaBlECHHbIE Ha
PaCKpBITHE MEPCOHANBHBIX JaHHBIX HEOMPEICIICHHOMY KPYTY JIHII;

— HpeaoCTaBJICHUC TCPCOHAIBHBIX OJaHHBIX — HCﬁCTBHH, HaIpaBJICHHBIC Ha



PacCKpBITHE MEePCOHANBHBIX TAHHBIX OMPEACICHHOMY JIMIy WJIHA ONPEACICHHOMY KpYTy
JILL;

— ONoKMpOBaHME NEPCOHATBHBIX JAHHBIX — BPEMEHHOE MTPEeKpaIieHrne oopaboTku
MEPCOHANIBHBIX JAHHBIX (32 UCKIIOUYEHHEM cllydaeB, eciu o0paboTka HeoOXoauma st
YTOUHEHHS EPCOHANBHBIX JJAaHHBIX);

— YHHUUYTOXXCHHE IEPCOHAJBbHBIX TAHHBIX — JEHCTBHA, B pe3yiabTaTe KOTOPHIX
CTAaHOBUTCS HEBO3MOXXHBIM BOCCTAHOBHUTH COJICP)KAHHE IEPCOHATBHBIX [aHHBIX B
WH(POPMAITMOHHOW CHCTEME TEPCOHATBHBIX IAHHBIX W (WJIM) B pe3ylbTaTe KOTOPBIX
YHHUYTOXKAIOTCS MaTepHalibHbIe HOCUTENN NIEPCOHATBHBIX TAHHBIX;

— wuHpOpMAIMOHHAsl CHUCTEMa IEePCOHANBHBIX JAaHHBIX — COBOKYIHOCTb
coJepxaiuxcsi B 0a3aX MJaHHBIX MEPCOHAJBHBIX JAHHBIX W OOECIEeUMBAIOUIMX HX
00paboTKy MHPOPMAITMOHHBIX TEXHOJIOTHI U TEXHUYECKUX CPEICTB;

— TpaHCTpaHWYHAs Nepeada NePCOHATBHBIX JaHHBIX - Tepeiavya MepcoHaIbHBIX
JAHHBIX HAa TEPPUTOPUI0O MHOCTPAHHOTO TOCYIApCTBa OpPraHy BIACTH HHOCTPAHHOTO
rOCyJIapCcTBa, WHOCTPAHHOMY (PU3WYECKOMY JIMIYy HJIM WHOCTPAHHOMY HOPUIHYECKOMY

JUITY.
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3 OBPABOTKA NNEPCOHAJIBHBIX TAHHBIX

3.1 lIpuHUHUNBI 00PA0OTKHM NEePCOHAIBHBIX JAHHBIX

3.1.1 O6paboTka I1/IH ocymiecTBisieTCs HA 3aKOHHOM U CIIpaBeUIMBOM OCHOBE.

3.1.206pabotka IIJIH orpaHMmuMBaeTCs MOCTIKEHHEM KOHKDPETHBIX, 3apaHee
OTIpEJICNICHHBIX M 3aKOHHBIX Ieneil. O6pabotka [1/[H, HECOBMecTHMast ¢ ensiMu cOopa
[1/1n, HE HOMYCKaeTcs.

3.1.3 He momyckaercsa o0beauHeHre 0a3 gaHHBIX, comepxkammx [1J{H, oOpaboTka
KOTOPBIX OCYIIECTBIISETCS B IEIISIX, HECOBMECTUMBIX MEX]Ty COOOM.

3.1.4 O6paboTke moasexat ToiabKo [1/[H, KOTOpBIE OTBEYAIOT IEISIM UX 00PabOTKH.

3.1.5 Conepxkanue u oobem oOpabateiBacMbix [1/IH COOTBETCTBYIOT 3asBICHHBIM
1esM oopabotku. O6padateiBaembie [1/]H He SBIAIOTCS N30BITOYHBIMU IO OTHOIIICHHIO K
3as1BJICHHBIM 1IEJISIM UX 00pabOTKH.

3.1.6 IIpu o6padotke [1]/IH obecnieunBaetcst TouHocTh [1/1H, MX M1OCTAaTOYHOCTH, a B
HEOOXOIMMBIX CITy4asiX W aKTyaJbHOCTbh 110 OTHOIICHHIO K 1esiM o0paboTku [1/H. Donn
OPUHUMAET HEOOXOAUMbIE Mepbl MO0 oOecreynBaeT X MPUHATHE MO YAAJICHUIO WU
YTOYHEHUIO HETTOJIHBIX WM HETOYHBIX JIAHHBIX.

3.1.7 Xpanenue IIln ocymecTBiseTcss B (opme, TMO3BOISIONICH OIMPEIEIUTh
cyobexr I1JIH, He mombmie, yem 3Toro TpedOyroT uenu obpabotku II/[H, ecmu cpok
xpanenus [I/ln He ycraHoOBIeH QeaepalbHbIM 3aKOHOM WM JOTOBOPOM, CTOPOHOMU
KOTOPOTO, BBITOJIONPUOOpPETATEIIEM WM MOPYUYUTEIIEM, TI0 KOTOPOMY, SIBIIIETCS CyOBEKT
I11H.

3.1.8 O6pabareiBaembie [1/[H yHUYTOXKAIOTCS TIO JOCTHKEHUU Iieneid oOpaboTKu
WIKM B Clly4ae yTpaThl HEOOXOIUMOCTH B JOCTHKEHUH OSTUX IEJei, €cliu WHOE He
peyCMOTPEHO (perepaibHbIM 3aKOHOM.

3.1.9 I1/1x HE pacKpbIBAOTCS TPETHHM JIMIIAM U HE PacIipOCTPAHSIIOTCS 0e3 coryacus

cyonekra [1/1H, eciiu nHOE HE MperycMOTpeHO (herepanbHBIMU 3aKOHAMHU.

3.2 e 00paboTKH MEPCOHATBHBIX TaHHBIX

Ob6pabotka II/ln mpu mnposemenun MexayHaponnoro ¢opyma «Poccuiickas
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sHepretuueckas Henens 2023» ocyuecTBiaseTcs B LENsIX:

— oOecrieueHusi COOJIIO/IEHUS] 3aKOHOJATEIbHBIX U HOPMATHUBHBIX IMPaBOBBIX
akToB Pocculickoit @enepannu;

— 3aIUMTHl JKU3HHU, 370POBbS WJIM HHBIX JXU3HEHHO Ba)XXHBIX WHTEPECOB
cyowsexToB I1/1H;

— IIOATOTOBKM, 3aKJIIOYCHUS, MWCIIOJIHEHUS M IPEKpallleHHus JOTOBOPOB C
KOHTpareHTaMu;

— MOATrOTOBKA, MOJYyYEHUE U aKTUBALIMS AKKPEAUTALIMOHHOTO Oe/Ka;

— MOJY4YEHUs! BU30BOIO COMPOBOXKICHHUS JUIsSl BbE3/la B CTPaHY;

— obecrneyeHus MpOIyCKHOTO U BHYTPUOOBEKTOBOIO PEKUMOB Ha:

—  o0Obekrax mpoBeneHus MexayHnapognoro ¢opyma «Poccuiickas
sHepretuueckas Henens 2023»;

—  MEpONpHUATHIX JIEJI0BOM u KyJbTYpPHOU MIPOrpaMMBbl
Mexaynapoaaoro ¢popyma «Poccuiickas snepretuueckas Heaens 2023y, mpuemax,
BBICTaBKaX JIEJIOBBIX BCTPEYAX;

—  HMH(QOPMUPOBAHUS NOTEHLMAIBHBIX YYaCTHUKOB MexayHapoaHoro ¢opyma
«Poccuiickas sHeprernueckas Henenst 2023» 0 cpokax U MECTE €ro MPOBEACHMS;
— pE3epBHUPOBAHMUS MECT [UIsl IOCTOSIHHBIX YYacTHUKOB MexXIyHapOoaHOro

dopyma «Poccuiickas sneprerudeckas Heaens 2023».

3.3 IlepedeHb Cy0bEKTOB MEPCOHATBHBIX JAHHBIX

B xome mposenenus MexayHnapoaHoro ¢opyma «Poccuiickas sHepreTuyeckas
Hezaens 2023» ocyuiecTBisieTcst 00padoTka clieayronux kareropuit cyonrexron [1/1n:

—  coTpyaHuku PoHJa;

—  COTPYAHUKHU KOHTPAreHTOB;

—  TPEACTaBHTEIH CpeacTB MaccoBoi uHpopmanuu (CMU);

—  OpraHu3aTophbl;

— yyactHuku (mocetutenu) MexayHapoaHoro Qopyma  «Poccwuiickast

sHepretuueckas Henens 2023».
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3.4 IlepeyeHb 00padaThIBaeMbIX MEPCOHATBHBIX JAHHBIX

[lepeuenn oOpabaTsiBaeMbix [1/1H ornpenensieTcss B COOTBETCTBUM C YUETOM Lieel
o0pabotku I1/1H, yka3zaHHbIX B HacTosieM [lonoskeHuu, 1 BKIIOYaeT B ceds cieayromme

JTaHHBIE!

—  (damwnus, uMsi, 0TYECTBO;

— 1o

—  Toj, Mecsl, 1aTa ¥ MECTO POKICHHUS;

—  CBHJIETENIBCTBO O TPAXKJAHCTBE (IIPU HEOOXOIUMOCTH);

—  PEKBU3UTHI JOKYMEHTA, YJIOCTOBEPSIOIIETO JIMYHOCTh (Cepusi, HOMEp, KEM U
KOI'/Ia BBIJIaH JOKYMEHT);

—  DJIEKTPOHHAS KOMHS JOKYMEHTa, YAOCTOBEPSIOIIETO JIHUYHOCTH (Cepus, HOMED,
KEM U KOTI'Jla BbIIaH JIOKyMEHT);

— ajzpec (aKTHUECKOro MeCTa IPOKUBAHUS U PETUCTPALIUU IO MECTY JKUTEIbCTBA
U (MJIM) IO MECTY NPeOBIBAHNS;

— HoMepa TenedOHOB (IOMAITHAN U MOOWMITBLHBIN );

—  ¢otorpadus;

—  CBEJCHHUA O MecTe paboThl/yueobl;

— aJpec dJIEKTPOHHOM ITOYTHI;

— cBegeHus o pesynbrarax [IP-rectupoBanus.
3.5 Cpoku 06padoOTKH NMEePCOHATBHBIX JAHHBIX
Oo6pabotrka IIJlH ocymiecTBisieTcst 0 JOCTHXKEHUS TIOCTABIEHHBIX —IeJeit
o6pabotku [1/]H, ecu cpok oOpabotku I1/[H He ycTaHOBIEeH (peepaabHBIM 3aKOHOM HIIH
JIOTOBOPOM, CTOPOHOH KOTOPOTO, BBITOJOMPHOOpETATENEM WM MOPYYUTESIeM, TI0
KOTOpOMY, siBiisieTcs cyobekT [1/1H.

3.6 YcioBusi 00padoTKH MEePCOHATBHBIX JAHHBIX

3.6.1 O6pabotka I1JIH ocymecTBusieTcst ¢ COOMIOACHUEM MPHUHIIMIIOB U TPABUII,

npenxycMoTpeHHbIX DenepanbHbiM 3ak0HOM OT 27.07.2006 Ne 152-D3 «O nepcoHalbHBIX
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naHHbIX» (Hanee — @3 «O nepcoHaIbHBIX TAHHBIX).

3.6.2 O6paboTtka I1/1n ocymectBisiercs: ¢ cornacus cyorekra [1/[n Ha 00paboTky
ero I1/]H.

3.6.3 ®onx Brpase nopyuuth 06padotky [1J{H qpyromy auity ¢ coriacus cyobekTa
I, ecium wWHOEe HE MPEayCMOTPEeHO ¢eAepalbHBIM 3aKOHOM, Ha OCHOBaHUU
3aKJIF0YaEMOT0 C OTHUM JIMIIOM JIOTOBOpa (majee — mopydeHue omeparopa). Jluo,
ocymiectBisitoriee  06pabotky I[I/[H mo mopydeHuto ormepartopa, 00si3aHO COOJIIOIATH
npUHIHIBL U 1ienu o0paboTku [1J{H, npenycMmoTpennbie HacTtosuM [lonoxkenuem u @3
«O TmepcoHaNbHBIX JaHHBIX». B ToOpydeHuH omneparopa ONpenessioTcs MepeueHb
nevictuil (onepanuii) ¢ [1/{H, koTopsie OyayT coBepIIaThCs JUILIOM, OCYIIECTBIISIIOITUM
obpabotrky I[I/IH, u uenu oOpabOTKH, YCTAaHABIMBAECTCS OOS3aHHOCTH TaKOTO JIHUIIA
cobmonate koHuaeHManbHoCcTh [I/[H M obecrneunBaTh Oe3omacHocTh IIJIH Tpm ux
00paboTKe, a Takke yKa3bIBarOTCA TpeOoBaHMS K 3ammre obpabaTeiBaeMbix I1/[H B

COOTBETCTBHH €O cTaTtber 19 @3 «O nepcoHanbHBIX JaHHBIX).
3.7 Cnioco0b1 00padoTKHU MEPCOHATBHBIX JAHHBIX
3.7.1 Obpaborka IIJIH ocymecTBiseTcs TIyTeM aBTOMATH3MPOBAHHON W
HEaBTOMAaTHU3UPOBAHHOW (cMemmanHoi) oopadoTku [1/]H.

3.7.2 Tpauncrpannunas nepenada [1/In He ocymiecTBusieTcs.

3.8 Ilepeuens aeiicTBUIA, OCYHIECTBISIEMbIX C EPCOHATBLHBIMH JIAHHBIMH

Cy0ObEeKTOB
O6pabotka I1/In BiItouaer B cedst cOop, 3amuch, CUCTEMATU3ALINIO, HAKOIIJICHHE,
XpaHeHue, yTouHeHue (0OHOBJICHHE, U3MEHEHNUE), U3BIICUCHUE, UCTIONb30BaHUE, Tepeaady
(mpenocraBneHue, 10CTyIN), OJIOKHPOBaHUE, ynaneHue, yanuroxenue [1]1H.

3.9 IlpaBa cy0beKTa nepcoHAJbHBIX TaHHBIX

3.9.1 Cyonektol [1/lH nMeroT mpaBo Ha ToOdydeHUEe WHOOPMAIUK, Kacaromencs

o0pabotku ero [1J[H, B TOM uncie coaepraiiei:
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— mnoarBepxkaeHue gakra oopadotku [1J[H onepaTtopom;

— IpaBOBbIE OCHOBaHUSA U 11es1u 00padoTku [1/1H;

—  1IeJIU ¥ IPUMEHseMbIE orepaTopoM crocoObl 0opadotku [1/1H;

— HaUMEHOBAaHME M MECTO HaXOXJECHMs olepaTopa, CBEACHMs O Juuax (3a
HCKIIFOUEHUEM pa0OTHUKOB OIlepaTopa), KOTopble UMeroT foctyn K ITJIH mnu koTopeiM
MOTYT ObITh packpbIThl I1JIH Ha OCHOBaHMM JOrOBOpa C OMEPATOPOM HJIM Ha OCHOBAHUU
denepanbHOrO 3aKOHA;

— oOpabatsiBaeMmble [1/1H, oTHOCSIIMECS K COOTBETCTBYOIIEMY cyOnekTy I1J[H,
UCTOYHUK MX TOJYyYEHHUs, €CIU HWHOM MNOPAJIOK MpPEACTaBIECHUS TaKUX JAHHBIX HeE
MpeIycMOTpeH (eepabHbIM 3aKOHOM;

—  cpoku o6pabotku [1/1H, B TOM yuClie CPOKU UX XPAHEHUS;

— TOpSAOK ocyiecTBieHusa cyobektoMm I1JIH npas, npexycmorpennbix @3 «O
NEPCOHATBHBIX JAHHBIX);

— uH(OpMaIUIO 0 MperoJaraeMoi TpaHCTPAHUYHOM Mepeiaye JaHHbIX;

— HauMEHOBaHMe WiH GaMUIUI0, HMs, OTYECTBO U  aJpec JIMIIA,
ocyuecTBisitonero oopaborky I[I/lH mo mnopyueHuro omepartopa, eciu oOpaboTKa
nopyueHa uiy OyieT mopy4yeHa Takomy JIUILy;

— uHbIE cBeneHus, npenycMoTpeHHble @3 «O mepcoHanbHBIX JAHHBIX» WU
npyrumMu QenepaibHbIMU 3aKOHAMH.

3.9.2 [IIpaBo cyobekra I1/]n Ha moctym k ero [I/IH MoXxeT ObITh OrpaHUYEHO B
COOTBETCTBUH C (heIepaJIbHBIMU 3aKOHAMHU, B TOM YHCIIe eclin 10cTyn cyobekTa [1/]H k ero

I1/IH Hapy11aeT npaBa U 3aKOHHBIE NHTEPECHI TPETHUX JIULI.

3.10 Iopsaaok 00padoOTKH MEPCOHATIBLHBIX JAHHBIX

3.10.1 Hcrounuku nomyuenus [1/1x:

— cy6wbekr [1/1H;

—  3aKOHHBIN mpeacTaBuTeNb cyobekta [1/[H.

3.10.2 ®onn HEe UMeeT MpaBa moyry4yaTh U 00padaTteiBath [1J1H cyobekTa [1/1H 0 ero
pacoBoii, HAIIMOHAIBHON MTPUHAICKHOCTH, TOTMTHUECKUX B3TIIS/IAX, PETUTHO3HBIX WIIN
bunocopckux yoexx1IeHUsIX, ”HTUMHOM JKU3HHU.

3.10.3 B ciyuae ucnonszoBanus s nosnydenus [11a ¢popm, pacnonokeHHBIX Ha
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uHTEepHEeT-caiiTe MexayHapoiHoro popyma «Poccuiickas sHepreTuueckas Henens 2023 »:

—  OCYILIECTBISIETCS  BO3MOXKHOCTh  OECHPENsTCTBEHHOTO  O3HAKOMJICHHUS
cyonekra [1Ia ¢ Tlonoxennem, onpeaessionMM MOJUTUKY OOpabOTKH MepCOHATBHBIX
naHHBIX MexayHapoanoro ¢popyma «Poccuiickast sHepreTrdeckast Henens 2023 »;

— II[dn mnepemarorcss Ha 0O0pabOTKYy TOJIBKO TOCHE TMOJIYYEHUSI COTJIacus
cyobekta IIJlH Ha oOpabotky ero IIJln, myTem 3amonHeHus 4ek-Ookca B (opme
perucTpaluyu Ha COOTBETCTBYIOLIEH CTpPaHULE HHTEpPHET-cauTa MeXayHapoaHoro
dopyma «Poccutickas sneprerndeckas Heaens 2023».

3.10.4 ®onx nomyuaer I1JIH oT camoro cyObekTa Win ero npeacTaBUTeNsl, Iocie
MOJIy4eHUS OT TaKOTO CyObeKTa WJIM €ro MpeJCTaBUTElNsd, COrjacusi Ha 0OpaboTKy ero
[I/IH, ecnin WHOE HE MPETYCMOTPEHO NECUCTBYIOIIMM 3aKOHOJATEIbCTBOM Poccuiickon
Oenepannu.

3.10.5 O6pabotka IIJIH MOXET OCYIIECTBIATHCS HUCKIIOYUTENBHO B IEISAX,
yKa3aHHbIX B 1. 3.2. HacTosimero [TonoxeHus.

3.10.6 II/Ix cyObekToB 00padaThIBAIOTCS U XPaHATCS B MHGOPMALIMOHHON CCTEME
NEePCOHANBHBIX JaHHBIX MexayHapoaHoro gpopyma «Poccuiickas sHepreTuyeckas Heiens
2023».

3.10.7 Ilomp3oBarensM WHOOPMAIMOHHONW CHUCTEMBI IIEPCOHAIBHBIX JaHHBIX
MexnaynapogHoro ¢opyma «Poccuiickas sHepretuueckas Henmenst 2023» 3amperieHo
3aMUChIBaTh W XPaHUTh HAa BHEIIHUX (OTYYXTA€MBIX) HOCHUTENSX WH(OpMaIuio,
coxepxauryro I1/1n.

3.10.8 Ilpu npuHSATHHU pelieHni, 3aTparuBarommux naTepeckl cyonsekta [1/[H, ®onn
HE MMeEeT IpaBa OCHOBBIBaThCS HA [1/IH, MOMYYEHHBIX UCKIIIOUUTEIBHO B PE3yJIbTaTe UX
aBTOMAaTU3UPOBaHHON 00pabOTKH.

3.10.9 Ilpu nepenaue [1/1n @oupg 06s3yeTcs coOMIOIATE CIEMYIONINE TPEOOBAHMS:

— He coobmate [IJIn cyonekrta [1/[H TpeTheil cropone Oe3 ero coriacus, 3a
UCKJIIOUEHUEM CITy4aeB, KOI1a 3T0 HE00X0AMMO B LEJIAX MPeAyNpekKIeHUS YIPO3bl )KU3HU
u 3710poBbl0 cyObekTa IIJlH, a Takke B cioyyasiX, YCTaHOBJICHHBIX (eaepanibHbIMU
3aKOHAMH;

— mnpenynpenuTs aul, nomyunBmux [1J{a cyosexra [1/{H, 0 TOM, 94TO 3TN TaHHBIE
MOTYT OBITh HCIIOJIb30BAHBI JIUIIb B LIEJISX, I KOTOPBIX OHM COOOIIEHBI, M TPEOOBATh OT

OTHUX JIMI MMOATBCPKACHUA TOI'O, UYTO 3TO IIPABHUIIO CO6J'IIOI[€HO.
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3.10.10 B cnyuae BwisiBiieHUs HerpaBoMmepHbIX jedcTBuil ¢ [1/ln @onn obs3aH
YCTPaHUTh JOMNYyLICHHbIE HapylieHus. B ciayyae HEBO3MOXHOCTHM yCTpaHEHUs
JONYIICHHBIX Hapymenuid, DoHJ B cpok, He mpeBbimatomuii 10 (necsatn) pabodnx Hei ¢
JaThl BBISIBJICHUS HETIpaBoMepHOCTH JericTBuil ¢ I1/1H, 00s3aH yHUUTOXKUTH Takue [1/1H.

3.10.11 O6 ycTpaHeHMHM AOMYIICHHbIX HapylIeHHH wid o0 yHuutoxkenuu I1/1H
®doHnp 00s3aH yBenoMuTh cyobekT [1/1H, a B cimydae, eciin oOpaiieHue Wiv 3anpoc ObUTH
HaNpaBJCHbl YMOJHOMOYEHHBIM OpPraHOM IO 3amuTe mpaB cyObekTtoB I1/[H, Tarke
YKa3aHHBIN OpraH.

3.10.12 [MepconanbHbIE JTaHHBIC YHUUTOXKAIOTCS B CITyUasx:

— JOCTWXKeHus 1eneit oopadotku [1/1H;

— ot3biBa cyOwsekToM I1/[H cornacust Ha oOpaboTKy cBoux I1/1H.
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4 3AIIMTA NEPCOHAJIBHBIX TAHHBIX CYBBEKTOB

4.1 OcHOBHBIE MEPONIPUATHS N0 00ecrieYeHH IO 0€30NACHOCTH NMEePCOHAIBHBIX

JaHHBIX

4.1.1 Obecrieuenune Oe3zonacHoctu [IJ[H mpu mx 0OpabOTKE MOCTHUTAETCS ITyTEM
VCKIIIOYECHHUSI HECAHKIMOHUPOBAHHOIO, B TOM 4YHCIE CilydaiHoro, pocryna k II/1H,
pe3yJIbTaTOM KOTOPOTO MOJKET CTaTh YHHMUYTOXEHHE, W3MEHEHHE, OJIOKUpOBaHUE,
KoIupoBaHue, pacupoctpanenue [1/]H, a Taxxe nHbIE HECAHKLIMOHUPOBAHHBIE IEVCTBUSA C
ITJ1n.

4.1.2 Meponpusitusi mo obecneueHuto Oe3omacHoctu [I/lH ompenensitoTcss B
3aBucuMocTd OT YypoBHs 3amuieHHoctd [I[/Iln B HUCII[IH ¢ y4eToM BO3MOXHOTO
BO3HMKHOBEHMSI yTpO3 J>KU3HEHHO BaXKHBIM HWHTEpPEcaM JIMYHOCTH, OOIIecTBa U
rocyJ1apcTBa.

4.1.3Peanu3yroTcs Mepbl, HampaBliCHHbIE Ha BBIOJIHEHHWE TpeOOBaHUM,
yctaHoBJIEHHBIX D3 «O nepcoHaNbHBIX JAHHBIX):

— mnoaydeHue coryacuii cyobekToB [1/1H Ha o6paboTky ux I1/1H, 3a ncKIIFOYeHHEM
CJIy4aeB, MPelyCMOTPEHHBIX 3aKOHOIATENbCTBOM Poccuiickoit denepanuy;

— Ha3HA4YCHHE OTBETCTBEHHOIO 3a opraHuzamuio oopadotrku I1/1H;

— Ha3Ha4YeHHE OTBETCTBEHHOTO 3a o0ecnieyeHue OezonacHoctu [1/1H;

— TMPUHATHE JOKAJIbHBIX HOPMATUBHBIX aKTOB B 00JIaCTH 0OpaOOTKMU M 3aLIUThI
I11H;

— NPUMEHEHHE MPABOBBIX, OPraHU3AIMOHHBIX U TEXHUYECKUX MEp MO 3alluTe
I1/I1 B cooTBeTCcTBUU C TpeOoBaHMsIMU K 3amute [1/H;

— OCYIIECTBJIEHUE BHYTPEHHEr0 KOHTPOJIA cOoTBeTCTBUSL 00paboTku [1/Jn @3
«O mepcoHaNIbHBIX JIAHHBIX» W NPHUHIATHIM B COOTBETCTBUM C HHM HOPMATUBHBIM
MPaBOBBIM akTaMm, TpeOoBaHusM K 3amurte [1J[H, momutnke ®oHAAa B OTHOIICHHUH
obpabotku I1/{H, a Takxke JOKaIbHBIM HOpMATHUBHBIM akTaM PoHa B 061acT 00paboTKU
v 3amuThl 11/1H;

— OCYILECTBJIECHUE OLICHKU Bpefa, KOTOPbIH MOXKET ObITh MPUUYUHEH CyOBheKTaM
IT11x B cnydae HapymeHuss @3 «O nepCOHANBHBIX TaHHBIX;

— O3HAKOMJICHHE JIUII, HETIOCPEACTBEHHO OCYIECTBIsIONUX 00padboTky I1/IH, ¢
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MOJIOKEHUAMHU 3akoHoaaTtenbcTBa Poccuiickont ®epepanmu o [IJIH, B TOM uwmcie
TpeboBanusaMHU K 3amure [1/{H, JokymMeHTaMu, onpeesoUMHU MOJIUTUKY B OTHOIIEHUU
o0pabotku [1/1H, TOKaIbLHBIMU HOPMATUBHBIMHU aKTaMHU 1O Bompocam obpabotku [1/1H;

— yueT MalluMHHBbIX HocuTenen [1/1H;

— MpuMeHeHue Mep i BoccraHoBieHHs [IJ[H, MoOAMQPUIMPOBAHHBIX WU
YHUYTOKEHHBIX BCIIEICTBUE HECAHKIIMOHUPOBAHHOTO JOCTYIIA K HUM;

— XpaHeHHME MaTepuaibHbIX HocutTened I[IJIlH ¢ coOmogeHueM yCIOBUH,
obecnieunBaromux coxpanHocTh [1JIH 1 HCKITIOYaIOIMX HECAHKITMOHUPOBAHHBIN JOCTYII K
HUM,;

— YCTaHOBJIEHHME 3arpeTra Ha nepenady [IJ[H mo OTKpBITBIM KaHajiaM CBSI3H 3a
npeJiebl KOHTPOIUPYEMOM 30HbI 0€3 MPUMEHEHHS YCTAaHOBJICHHBIX MEp M0 00eCIeYeHHU IO

6e3onacHoctu [1/1H.

4.2 Mepbl 3alIIUTHI NEPCOHATBHBIX TAHHBIX

4.2.1 Pazrpannuenne moiaHomMoumii jgoctynma kK [I/IH, oOpabaTeiBaeMbIM B
WH(POPMAIIMOHHOW CHCTEME TEpPCOHANBHBIX JaHHBIX MexayHapomHoro ¢opyma
«Poccuiickas 3neprernueckas Henens 2023».

4.2.2 ]Ins 3amuThl BXOJa HA aBTOMAaTU3UPOBAHHOE paboyee MECTO MPUMEHSIOTCS
JOTUH W TMapoJib, WHAMBUAyaJbHbIE JMJIs KaXJOrOo IMOJIb30BATENs. 3alura OT
HECAaHKIIMOHUPOBAHHOTO JIOCTYIA OCYLIECTBIISETCS C UCIOIb30BAaHUEM CPEICTBA 3AIUTHI
uH(pOpMaIUH.

4.2.3]Ins 3amutel WUHPOPMALMOHHOW CHCTEMBl TEPCOHAJBHBIX  JAHHBIX
MexnaynapoaHoro ¢popyma «Poccuiickas snepretudeckast Henenst 2023» OT BpeIOHOCHBIX
IpOTPamMM MPUMEHSIETCS CPEJICTBO AaHTUBUPYCHOM 3aIIHTHI.

424 1ns 3ammThl  ceTeBoi HMHPpacTpykTypel @DoHAAa TpU MEKCETEBOM
B3aMMOJICUCTBUU MPHUMEHSIOTCS MHOTO(QYHKIIMOHAIbHBIE YCTPOWCTBA, BKIIOYAIOIINE B
ceOsi MEeXCETEeBOM SKpaH, CpPEICTBO OOHApPY)KEHHsI BTOPXKEHHM, a TakXKe CpPelICTBO
noctpoeHus: VPN-kaHasos.

4.2.5 l1nia 3amurel 110 npu mepenade Mo OTKPBITBHIM CETSAM CBSI3H UCIIOIB3YETCS

mmgpoBanue o nporokonam HTTPS/TLS 1.2, SSH, IPSEC, SSL.
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5 OPTAHM3AIUA PABOT IO 3ALIUTE IIIH

5.1 Pa6otsl mo 3ammre [1[lH B DOHAE OpPraHU3yrOTCS C YYETOM CIETYIOLIUX
OCHOBHBIX IPUHLUIIOB:

— yueT TpeOOBaHUN PYKOBOIALIMX JOKYMEHTOB 110 OOECIeUeHHIO O€3011aCHOCTH
I11H;

— KOMIUIEKCHBIN NOAXO/ K MOCTPOCHUIO CUCTEMBI 3auThl [1/1H;

— oOecrnieueHue 3alluThl Ha Bcex 3tanax oOpabdorku I1/[H u Bo Bcex pexxumax
¢ynxunonuposanus UCII/IH, B TOM ymciie mpu NpOBEICHIH PEMOHTHBIX U PETJIaMEHTHBIX
pabor;

— o0ecnieyeHne HeoOxoauMoro ypoBHs 3aumurtbl I[I/[H mpu MHUHUMAaNbHBIX
3aTparax;

— MHCHOJIB30BAHHUE CPEJICTB 3AIUTHI, HE YXYJIIIAIOMNUX CYLIECTBEHHO OCHOBHBIE
XapaKTEepPUCTUKN WH(POPMAITMOHHONW CUCTEMBI IEPCOHATIBHBIX JTAHHBIX;

— obecrieueHue KOHTPOIIst 3HPEeKTUBHOCTHU CpeacTB 3amuThl [1/1H.

5.2 HenocpencTBeHHOE PYKOBOJCTBO paboTamMH IO CO3JaHMIO, SKCIUTyaTallMd U
COBEPIIICHCTBOBAHMIO cUCTeMBbI 3amuThl [1J[H Ha Mexnynapoanoro ¢popyma «Poccuiickas
sHepreTuueckas Henenss 2023» ocylecTBIASET OTBETCTBEHHBIM 3a oOecrniedeHue
oe3omacunoctu [1J1H.

5.3 [Ipn opranuzanuu u BbINONHEHHH pabor mo 3amurte [I/IH HEoOXommmo
PYKOBOJICTBOBAThCS JCHCTBYIOIIMMH 3aKOHAMH, ITIOCTAHOBJICHUSIMH, PYKOBOZISAIIMMHU
nokyMmeHTamu 1o 3auute [1/]H, a Takxke TpeboBaHusMu HacTosulero [lomnoxenus.

5.4 Opranuszanusi BBIIOJHEHHUS pabOT IO YCTaHOBKE, HAaCTPOWKE W BBOJY B
9KCIUTyaTallul0 NPOrpaMMHBIX M IPOTPaMMHO-ANIApPATHBIX cpencts 3ammrsl [1/1H,
pa3palboTKe OpraHu3alMOHHBIX Mep 110 3auuTe [1/IH 1 KOHTPOIIIO 32 COCTOSHUEM CUCTEMBI
3amuthl [1/IH B mH(GOpPMALIMOHHON cUCTEME MEePCOHANBHBIX JaHHBIX MeXIyHapOaHOro
dbopyma «Poccuiickas snepreruyeckas Hegenst 2023y Bo3naraeTcs Ha OTBETCTBEHHOTO 32

obecnieuenue 6e3omacHocTH I1/1H.
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6 KOHTPOJIb 3A COBJIIOJEHUEM TPEBOBAHUM 3AKOHOJATEJIBCTBA
POCCHUHUCKOM ®EJEPAIIMNA B OTHOIIEHUY OBPABOTKH IIJTH

Kontpons 3a coOmogeHueM TpeOOBaHMI 3aKOHOJATeIbCTBa Poccuiickoi
®enepanuu B odnactu [1/H mpousBoauTes € 11eIbIO:

— IpOBEPKHU cOOTBeTCTBUA 00paboTku [1/IH qaHHBIM TpeOOBaHUAM;

— TMPOBEPKU COOTBETCTBUS MNpPUMEHsAEMbIX Mep mno 3amure [IJIlH AaHHBIM
TpeOOBaHUSAM;

— TOpUHATHS MeEp, HaNpaBICHHBIX HA BBIABICHUE U MPEIOTBpAIICHUE
HapyIICHWH TaHHBIX TPEOOBAHMIA;

—  BBISIBJICHHS] BO3MOXHBIX KaHanoB yreuku [1/1H;

—  YCTpaHEHMSs NOCJIEICTBUI BO3MOKHBIX HAPYLICHUH.

Kontpons 3a cobOmoaeHneM TpeOoBaHMI 3akoHOJaTelnbcTBa Poccuiickoi
®enepanuu B obmactu o0padotku [1/]H Bo3maraercs Ha OTBETCTBEHHOTO 32 OPTaHU3AIHIO

obpabotku [1/1H.
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7 KOHTPOJIb COCTOAHUA SAINMIMEHHOCTH IIJIH

7.1 KoHnTponp cocrosHus 3amuiieHHoctd IIJ[H ocymiecTBisieTcss € LETBIO
CBOEBPEMEHHOI'O BBIABJICHMS M INPEJOTBPALICHHUS HECAaHKIMOHUPOBAHHOIO AOCTyHa K
[T/In, mpeaHamMepeHHbIX MNPOrpaMMHO-TEXHUYECKUX Bo3neucTBuil Ha IIJIH u oueHku
s dexTuBHOCTH 3ammThl [1/1H.

7.2 KOHTpOJIb 3aKJIFOYAETCSI B IPOBEPKE BBHITIOTHEHHS IIPABOBBIX 3aKOHOAATEIbHBIX
¥ HOPMATHUBHBIX aKTOB 110 BorpocaM 3amuThl [1/1H, a Taxke B OlleHKe 000CHOBAHHOCTH U
3¢ (EeKTUBHOCTH NPUHATHIX Mep 3auuThl [1/]H.

7.3 Ilo pe3ympraTamM KOHTPOJS daeTcs OleHKa 3((GEKTUBHOCTH MPHUHSTHIX MeEp
samutel [I[/{n. 3ammra IIJ[H cumraercs >¢d¢eKTUBHON, €cau NPUHHMAEMbIE MEpHI
COOTBETCTBYIOT YCTaHOBJIEHHbIM TpeOoBaHUSIM U HopMmaMm. HecoorBeTcTBHE MeEp
YCTaHOBJIGHHBIM TpeOoBaHMsM M HopMaM mno 3amure [IJ[H sBisercs HapyuieHUeM.
Pe3ynbTaThl aHanu3a NepuoOJIUYECKOro KOHTPOJIS, yCTAHOBJIEHHBIE IPUYMHBI HAPYIICHUH,
PEKOMEHJAMM IO MX YCTPAaHCHMIO OTPAXarTCs B aKTaX WIH CIPABKAX, KOTOPBIE

nokianapiBatrores Jdupekropy ®oHma 1 NPUHATHSL COOTBETCTBYIOIIMX PELICHUMN.
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